
 
Vulnerability Assessment 

Description  

The most critical component in any good security program is the establishment of policies 
and procedures for the use of systems and network resources. Such guidelines are frequently 
under construction due to changes in business operations, rules, technology, or other 
variables in the environment. Unfortunately, the specialist resources required to validate 
those changes against the policies are seldom available. nGranTM offers a vulnerability 
assessment service to help companies and government agencies evaluate the compliance of 
security controls to existing corporate or government security guidelines at any point in time. 

nGranTM conducts a site Vulnerability Assessment to evaluate the strength of current security 
defenses from internal and external perspectives. The tests are conducted manually and with 
a series of non-destructive probes. They focus on system access and configuration controls, 
password files, Windows® Registry, and NetWare® bindery information.  

As part of a security vulnerability assessment, nGranTM also conducts a thorough review of 
access control administration for systems and networks. This review is designed to uncover 
problems associated with default configurations of system and network software. It also 
focuses on change management controls that are utilized in the daily operation of systems 
and networks. This review analyzes system, event, and security logs, and associated 
operations procedures used in systems and network management. 

Features and Benefits The deliverable that you receive is a Security Vulnerability Assessment document. This 
quantifies the systems and network environments from an operational perspective and 
provides recommendations to proceed to implementation of sound security procedures that 
emerge from the analysis.  

Service Provider of 
Choice 

nGranTM supports current and emerging standards for security authentication technologies. 
We employ security experts with extensive backgrounds in building and managing secure 
systems and networking environments. We use industry best practices and state-of-the-art 
tools to find and correct the most intractable data security problems.  

Other Services 
Available 

nGranTM offers a complete suite of network and security services. Related security services 
include Web Site Reviews, Remote Security Monitoring, System Security Audits, 
Controlled Penetration Testing, Site Recovery, Security System Implementation, and other 
consulting services, as required.  

nGran, LLC   
PO Box 1555 
Westford, MA  01886 
Tel: 978-392-7867  
email: sales@ngran.com 

nGran believes that the information in this document is accurate as of its publication date; such information is subject to change without notice. nGran is not responsible 
for any inadvertent errors. nGranTM is a  trademark of nGran, LLC. All other trademarks and registered trademarks are property of their respective owners. 

©2002-2006 nGran. All rights reserved.  X205

  


