
 
Security Awareness Training 

Description  nGranTM in conjunction with the National Security Institute, offer onsite Security Awareness 
Training programs to show clients and their employees the latest sets of threats effecting 
Internet usage both from work and home perspectives. The service is offered by nGran 
instructors as a customized set of courses with tracks for General & Administrative (G&A) 
users, Technical Support as well as Developers. Courses typically run from 90 – 180 minutes 
in length. nGranTM will use your company’s Security Policies & Procedures along with your 
unique set of needs to properly tailor the course materials to your requirements. 
Demonstrations of “high risk” threats are included for all tracks with useful explanations at 
the appropriate skill level. In addition, all tracks provide “Best Practice” guidelines based on 
NIST SP 800-50, CERT & Department of Homeland Defense recommendations. 
Supplementary course materials include security questionnaires, glossaries, protection tools 
and approved processes to securely “surf” in today’s Internet environment. All courses meet 
the training guidelines for: 

Graham-Leach-Bliley Act Employee Training Requirements  
U.S. Federal Guidelines Under the 1987 Computer Security Act for Security 
Awareness and Literacy Training  
U.S. HIPPA Personnel Training Requirements 

Features and Benefits Employees must complete a test at the end of each session. Those that take the course will 
receive handouts and Certificates of Completion upon submission of successful test results. 
Core materials are focused on the following categories: 

Standards Based Security  
SANs Top 20 Vulnerabilities 
Phishing 
Attack Magnitude & Malware Examples 
Policies & Procedures 
WiFi Usage Guidelines 
Home Use Guidelines & Recommended Tools  

Technical Support and Developer courses run longer than those for G&A employees. They 
typically add other topics such as “Dealing with Attacks”, Countermeasures and “Safe 
Programming Practices”. 

Other Services 
Available 

nGranTM offers a complete suite of network and security services. Related security services 
include Web Site Reviews, Remote Security Monitoring, System Security Audits, 
Controlled Penetration Testing, Vulnerability Assessments, Site Recovery Planning, and 
other consulting services, as required. 
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