This addition to our block list for Phishing Scam sites was detected and validated by researchers at PhishTank.com
on Jan 27, 2012. There were the usual scam sites from Australian, Chinese, South American, US & Western
European IP Geolocations. The IP Addresses of each URL in this list were mapped by DNS or reverse DNS
methods against each domain name label. The result of this effort was traced by each line item and then submitted
to an IPGeolocation service provided by IPLigence. End users are cautioned to avoid the URLS in this list. ISPs
and Search Engine providers are encouraged to review entries for their respective domains and ensure that their
clients are following their respective Internet Use Policies. Thanks again to the researchers at PhishTank for the
excellent work they do on a daily basis to detect Internet fraudulent and malicious websites.

206-126-162-69.static.reverse.Istn.net #[Phish-01d.from-69.162.126.206;SA,Riyadh]
4dietpill.com #[Phish-01d.from-74.50.6.57;US,California,Anaheim]
aardaker10.nl #[Phish-01d.from-66.197.91.9;US,Virginia,Ashburn]
accountpremium.com.br #[Phish-01d.from-91.121.142.210;FR,Roubaix]
actiba.eu #[Phish-01d.from-176.31.226.59;FR,Roubaix]

ainifood.com #[Phish-01d.from-208.91.198.106; Tortola,Road Town]
alibabaupdate.altervista.org #[Phish-01d.from-78.129.205.5;IT,Torino]
andiwolfe.com #[Phish-01d.from-69.89.21.66;US,Utah,Provo]

atiaf.com #[Phish-01d.from-174.120.202.3;US,Texas,Houston]
autodealerdemo.com #[Phish-01d.from-173.201.96.128;US,Arizona,Scottsdale]
beboithongminh.com.vn #[Phish-01d.from-209.25.195.11;US,Florida,Dania]
bissan-m.com #[Phish-01d.from-99.198.118.138;US, Illinois,Chicago]
bncrfi.260mb.org #[Phish-01d.from-209.190.85.14;US,Ohio,Columbus]
bookmaispontos.com.br #[Phish-01d.from-177.53.152.211;Brazil]
botsfordecotech.com #[Phish-01d.from-69.163.203.231;US,California,Brea]
bracknelltownfc.com #[Phish-01d.from-213.5.177.196;GB,England,Essex]
C-76-98-27-184.hsd1.pa.comcast.net #[Phish-01d.from-76.98.27.184;US,Pennsylvania,Norristown]
cadastrarclientesnovos.com.br #[Phish-01d.from-184.173.221.66;US,Texas,Houston]
cchbiphilippines.com #[Phish-01d.from-69.73.138.107;US, Texas,Fulshear]
celso.hospedagemdesites.ws #[Phish-01d.from-186.202.153.6;Brazil,Parana]
chris-wells.eu #[Phish-01d.from-91.186.20.206;GB,England,Berkshire]
coolya.com.au #[Phish-01d.from-116.0.19.202;AU,New South Wales,Sydney]
corpofalcon.com #[Phish-01d.from-200.6.158.124;VE,Barcelona]
cosmicengineers.com #[Phish-01d.from-72.167.131.8;US,Arizona,Scottsdale]
cpro7243.publiccloud.com.br #[Phish-01d.from-186.202.63.69;Brazil]
dangerous-team.com #[Phish-01d.from-46.105.254.161;1E,Dublin]
dashtravelservices.com #[Phish-01d.from-174.142.183.132;US,Colorado,Denver]
debtloanweb.info #[Phish-01d.from-65.254.248.182;US,Massachusetts,Burlington]
deskgod.co.uk #[Phish-01d.from-212.91.164.212;BG,Plovdiv]

df.is-leet.com #[Phish-01d.from-129.22.126.57;US,0OH,Cleveland]

dfgolfin.com #[Phish-01d.from-216.104.37.106;US,llinois,Chicago]
dianoite.h19.ru #[Phish-01d.from-89.108.66.32;RU,Moscow]

dinwebhotel.dk #[Phish-01d.from-174.137.191.5;US,New York]
ebyaccount298346.tk #[Phish-01d.from-93.170.52.20;NL,Amsterdam]
ebyaccountlog3526.tk #[Phish-01d.from-93.170.52.30;NL,Amsterdam]
ebyaccountlog463453.tk #[Phish-01d.from-93.170.52.30;NL,Amsterdam]
ecoapis.pt #[Phish-01d.from-81.92.203.5;PT,Porto]

face-look.fr #[Phish-01d.from-176.31.226.59;FR,Roubaix]

factorytiledepot.net #[Phish-01d.from-74.53.28.114;US, Texas,Houston]
fara-oborniki.com #[Phish-01d.from-193.143.77.34;PL,Pulawy]
fedekuzma.wordpresshosting.es #[Phish-01d.from-93.189.90.162,ES,Barcelona]
ftp.pisem.su #[Phish-01d.from-194.186.88.49;RU,Moscow]

geoserv-bg.net #[Phish-01d.from-78.90.180.78;Bangladesh]

goblin.power.nstu.ru #[Phish-01d.from-217.71.132.50;RU,Novosibirsk]
happyryan.com #[Phish-01d.from-68.171.44.102;US,Ohio,Columbus]
homeaisyah.com #[Phish-01d.from-69.73.146.202;US, Texas,Fulshear]
inkjetfama.com.br #[Phish-01d.from-200.98.246.202;Brazil,Parana]
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invivoscribe.com #[Phish-01d.from-216.218.226.184;US,New York,Buffalo]
itfinvestment.net #[Phish-01d.from-67.20.55.53;US,Michigan,Novi]

jamcaremedical.com #[Phish-01d.from-184.154.106.18;US, Illinois,Chicago]

kabeyou.com.br #[Phish-01d.from-74.63.193.26;US, Texas,Dallas]

keensuccess.com #[Phish-01d.from-67.205.85.55,CA,Quebec,Montreal]

klungkungkab.go.id #[Phish-01d.from-203.29.26.154;1D,Jakarta]

kras-buh.ru #[Phish-01d.from-95.131.29.3;RU,Moscow]

lazhar-abbassi.com #[Phish-01d.from-70.38.12.135,CA,Quebec,Montreal]

leddisplay-pro.com #[Phish-01d.from-74.117.63.125;US,California, Walnut]

linux-world.info #[Phish-01d.from-184.154.54.162;US, Illinois,Chicago]

lopebanoposot.com #[Phish-01d.from-209.237.150.20;US,Georgia,Atlanta]

lottieminick.com #[Phish-01d.from-188.126.66.99;SE,Stockholm]

lug2inc.com #[Phish-01d.from-66.40.66.5;GB,England,London]

mail.kedahfm.gov.my #[Phish-01d.from-219.94.87.123;MY ,Kuala]

martinsmedia.ie #[Phish-01d.from-83.149.102.2;NL,Amsterdam]

merchantsupplystore.com #[Phish-01d.from-97.74.215.119;US,AZ,Scottsdale]
msplhs48.bon.at #[Phish-01d.from-195.3.124.30;AT,Bundesland Oberosterreich,Linz]
myuniver.se #[Phish-01d.from-174.122.140.67;US, Texas,Houston]

neolube.co.kr #[Phish-01d.from-110.45.145.92;Korea,Seoul]

nidievent.cl #[Phish-01d.from-201.238.248.78;CZ,Santiago]

ns2.compro.cz #[Phish-01d.from-80.188.196.10;CZ,Benesov]

nttprov.go.id #[Phish-01d.from-116.199.203.158;ID, Y ogyakarta]

nutrihomee.com #[Phish-01d.from-207.210.92.25;US,Georgia,Atlanta]

offerletter.in #[Phish-01d.from-209.140.19.96;US, Texas,Fulshear]

omniturejobs.com #[Phish-01d.from-216.172.164.89;US, Texas,Houston]

on.is-found.org #[Phish-01d.from-129.22.126.57;US,OH,Cleveland]

pa-tegal.go.id #[Phish-01d.from-202.149.72.23;ID,Jakarta]

pakejsoftware.org #[Phish-01d.from-112.137.167.60;Malaysia]

pavpalaccountlogin.com #[Phish-01d.from-209.237.150.20;US,Georgia,Atlanta]
paypal.co.uk-cgi-bin.ssmdrums.com.au #[Phish-01d.from-116.0.19.201;AU,New South Wales,Sydney]
paypal.com.login.ti.celamsac.com #[Phish-01d.from-67.19.205.8;US, Texas,Houston]
paypal.fr-login-online.infos-cgi-bin-login.tgsca.ca #[Phish-01d.from-67.212.91.121;CA,Ontario,Ottawa]
pd95b6f3c.dip0.t-ipconnect.de #[Phish-01d.from-217.91.111.60;DE,Bayern,Nuernberg]
persol57-g5.free.fr #[Phish-01d.from-212.27.63.157;FR,Paris]

personalslave.com #[Phish-01d.from-82.94.163.28;NL,Amsterdam]

portallblindado.com.br #[Phish-01d.from-200.98.197.86;Brazil,Parana]
poste.it.bknjmd.daigakujukenjyoho.com #[Phish-01d.from-210.188.209.206;JP,Chiba-ken,ls0]
poste.it.dbxcde.daigakujukenjyoho.com #[Phish-01d.from-210.188.209.206;JP,Chiba-ken,Is0]
poste.it.emifgd.daigakujukenjyoho.com #[Phish-01d.from-210.188.209.206;JP,Chiba-ken,Iso]
programavaidevisa.br.ms #[Phish-01d.from-188.40.70.29;DE,Bayern,Gunzenhausen]
propioweb.net #[Phish-01d.from-64.235.229.36;US,California]

gnct.cn #[Phish-01d.from-221.215.88.163;CN,Jinan]

rayman.sejong.ac.kr #[Phish-01d.from-203.250.148.15;Korea,Seoul]

redestantew.h19.ru #[Phish-01d.from-89.108.66.32;RU,Moscow]

rosanaimoveis.com #[Phish-01d.from-72.29.90.119;US,Florida,Orlando]

rottenrestaurants.net #[Phish-01d.from-64.29.145.9;US,Florida]

shivainc.co.in #[Phish-01d.from-173.236.99.82;US, Illinois,Chicago]

sigineby32552.tk #[Phish-01d.from-93.170.52.30;NL,Amsterdam]

sobota.rs #[Phish-01d.from-217.26.219.165;GB,England,London]

ssl.allegro.pl.smaac.com.au #[Phish-01d.from-116.0.23.220;AU,New South Wales,Sydney]
sslotomotopl.x10.mx #[Phish-01d.from-184.154.58.130;US, llinois,Chicago]
static-147-246-217-209.nocdirect.com #[Phish-01d.from-209.217.246.147;US, Texas,Fulshear]
steamupdate.mtxserv.fr #[Phish-01d.from-88.190.235.5;FR,Paris]

studiozezulkova.cz #[Phish-01d.from-193.86.82.187;CZ,Praha]

supportdeskusa.com #[Phish-01d.from-66.7.196.150;US,Florida,Orlando]

tatilvitrini.com #[Phish-01d.from-213.142.137.33; Turkey]
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toatraining.com #[Phish-01d.from-117.58.251.12; AU,New South Wales,UItimo]
turismohalley.cl #[Phish-01d.from-184.107.248.154;CA,Quebec,Montreal]
userverificationlogin.com #[Phish-01d.from-207.150.212.135;US,Florida]

v5.117z.net #[Phish-01d.from-184.164.133.156;US,Arizona, Tempe]

videosonda.com #[Phish-01d.from-188.138.89.152;DE,Nordrhein-westfalen,Huerth]
visitbyron.com.au #[Phish-01d.from-210.8.91.145;AU,New South Wales,Sydney]
whatcomdailydeals.com #[Phish-01d.from-74.208.81.205;US,Pennsylvania]
www.ameripower.net #[Phish-01d.from-205.178.137.52;US,Virginia,Herndon]
www.arraid.org #[Phish-01d.from-89.184.65.205; UA Kiev]

www.badmintonbears.co.uk #[Phish-01d.from-75.127.110.45;US,Georgia,Atlanta]
www.chinoztextile.uz #[Phish-01d.from-92.53.106.14;Russia]
www.christmasrocknight.de #[Phish-01d.from-94.102.217.146;DE,Muenchen]
www.debtloanweb.info #[Phish-01d.from-65.254.248.182;US,Massachusetts,Burlington]
www.detskiesadi.ru #[Phish-01d.from-89.108.67.61;RU,Moscow]
www.dunganddunger.net #[Phish-01d.from-66.175.58.9;US,California,Davis]
www.farmaciaapolo.com.br #[Phish-01d.from-200.219.245.188;Brazil]
www.hornygaytwinks.net #[Phish-01d.from-184.94.158.5;US,Michigan,Farmington]
www.konigsaw.ru #[Phish-01d.from-195.64.154.9;UA Kharkiv]
www.kuchihospital.com #[Phish-01d.from-61.47.35.49; Thailand]
www.ministryofstars.com #[Phish-01d.from-205.209.98.102;US,New Jersey,Union]
www.paypalhbdep.addr.com #[Phish-01d.from-38.113.244.44,;US District Of Columbia,Washington]
www.pizzadaitalia.com.br #[Phish-01d.from-209.238.164.55;US,Colorado]
www.siremax.com.mx #[Phish-01d.from-69.59.142.12;US,California]
www.sirjason.com #[Phish-01d.from-122.155.7.98;TH,Bangkok]
www.talergenerator2011.de.tl #[Phish-01d.from-80.190.202.43;DE,Bayern,Erlangen]
www2.copysistemasdemorelia.com #[Phish-01d.from-184.154.193.170;US, Illinois,Chicago]
yau.co.uk #[Phish-01d.from-205.186.179.204;US,California]

zjjiashan.Iss.gov.cn #[Phish-01d.from-122.225.45.18;CN,Jiaxing]

zolotoy-lis.ru #[Phish-01d.from-81.177.139.43;RU,Moscow]
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