P Website Redirection Notification

Description A subscription service is offered to detect and report on Company Website Redirections that

reveal any unauthorized use of a commercial site leading to increased liabilities and
reputational loss of company websites. This specifically includes tracing services that
identify the IPGeolocation of interlopers exploiting open relay or other improperly
configured Internet sites that do NOT conform to a given company’s Internet Use Policy.

The methods to deliver this service include multiple daily passes via online web searches,
that match violations of Internet Use Policies with identified fraudulent and malicious
website traffic. In addition to early detections of misuse, qualifiers (filters) are
programmatically added to tailor the searches to those of a company interest.

Features and Benefits J Immediate notification to designated contacts with sufficient details to engage “Intrusion
Prevention” mechanisms are the primary goal of this service. Daily reports of suspicious
activity is also offered as an adjunct to existing internal services that provides summary and
detailed information typically displayed in the following categories, others may be added or
substituted based on search results;

Existence of redirected web site data by logical IPGeolocation clusters

Links that by-pass protected web pages without login/authentication mechanisms
Descriptions of tools being used to manage or monitor systems

eMail addresses that can be used to further find details about employees and
contractors or commit spoofing or masquerading attacks against company websites
5. Descriptions of techniques used to compromise the security and integrity of
company websites
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Other Services nGran™ offers a complete suite of network and security services. Related security services

Available include Web Site Reviews, Remote Security Monitoring, System Security Audits,
Controlled Penetration Testing, Vulnerability Assessments, Site Recovery Planning, and
other consulting services, as required.
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